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Preface

The User Manual has introduced:

Difference between two TCU series intelligent gateway systems
How to log in to the TCU series intelligent gateway device

How to upload files to TCU series intelligent gateway

How to quickly test the TCU series intelligent gateway

Audience

This manual applies to the following audience:

Network administrators responsible for network configuration and maintenance
On-site technical support and maintenance personnel

Software engineer

Port Convention

Due to the fact that this manual covers multiple products of the TCU series intelligent
gateway, the port number in this manual is only an example, and does not represent
the actual port with this number on the device. In actual use, the port number existing

on the device shall prevail.

Text Format Convention

Format Description ‘

Words with “* represent the interface words. Such as: “Port
No.”.

Multi-level path is separated by ">". Such as opening the local

connection path description: Open "Control Panel> Network

Connection> Local Area Connection".

3onedata proprietary and confidential
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Format Description ‘
Light Blue Font It represents the words clicked to achieve hyperlink. The font

color is as follows: ‘Light Blue’.

About this chapter | The section ‘About This Chapter provides links to various

sections of this chapter, as well as links to the

Principles/Operations Section of this chapter.

Icon Convention

Format ‘ Description ‘
A Remind the announcements in the operation, improper
Notice operation may result in data loss or equipment damage.
A Pay attention to the notes on the mark, improper operation
Warning may cause personal injury.
E Make a necessary supplementary instruction for operation
Note description.
@ Configuration, operation, or tips for device usage.
Key
_g_Tips Pay attention to the operation or information to ensure

success device configuration or normal working.

Revision Record

Version No. ‘ Revision Date Revision Note
01 2024-04-26 First release

3onedata proprietary and confidential
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Introduction

At present, the TCU series intelligent gateway developed and produced by 3onedata
Co., Ltd. is mainly based on the Linux kernel operating system: Ubuntu, according to

product positioning

1.1 Ubuntu System

The current version is Ubuntu 20.04 LTS. The Ubuntu system is suitable for common
scenarios, adopts the standard cross-compilation tool chain, supports the apt tool to

install software online, and is suitable for users to modify the system more freely.

@Key

More documents can be accessed at the address https://ubuntu.com/server/docs.

3onedata proprietary and confidential
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Device Connection Preparation

2.1 Power Connection

GlE

-

L | oo

CONSGLE 1-5W-4

12 3 4 5 6

Users need to prepare a DC voltage source with an output voltage between 12V and
48V. "V+" is the positive pole of the power supply, "V -" is the negative pole of the
power supply, and FG is the ground wire; Before powering on, the device needs to be

reliably grounded.

2.2 Login Password

User Type ‘ System Contact ‘ Normal Users
User name root tcu
Password admin tcu

3onedata proprietary and confidential
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2.3 Terminal Software

Using MobaXterm (recommend,: https://mobaxterm.mobatek.net/ ) in the Windows
operating system or putty to connect to the device, and both terminal software can
support both SSH and serial connection methods simultaneously.

In the Ubuntu operating system, openssh-client is used for SSH connection and
minicom is used for serial communication, both of which can be installed using apt
install.

sudo apt install openssh-client minicom

3onedata proprietary and confidential
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System Login

3.1 Serial Terminal Login

3.1.1 Hardware Connection

CONSOLE

3.1.1.1 Device Connection Port

Device console port (as shown in the figure above)

3.1.1.2 Connection Cable

Step 1 UART DBS9 serial port female to RJ45 adapter cable (included with the package);
Connect the DB9 female to the DB9 male of the PC, and connect the RJ45 terminal to
the device console port. If there is no DB9 male connector on the PC, you still need to:

USB type A male connector to RS232 serial port UART DB9 male connector patch cord.

3onedata proprietary and confidential
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Step 2 First, assemble the Cable a and b as shown in the diagram above, then connect the
USB male to the USB interface of the PC as shown in the diagram below, and connect

the RJ45 end to the console port of the device.

PC

DB9 Serial terminal female USB type A terminal male to RS
to RJ45 adapter cable 232 serial UART DB9 terminal

male adpter cable

3onedata proprietary and confidential
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3.1.2 Login via Windows Host

3.1.2.1 Verify the Port

By following these steps, view the port number currently assigned by the operating
system to the serial port in Windows Device Manager:

Right-click Windows Start Menu > Select Device Manager > Click Ports (COM and
LPT)

QKey

If there are multiple serial devices installed in the system, the port number corresponding to the

USB serial port connected to the device can be determined by hot plugging the USB port.

1
S
'O

" Tips
The port number of the USB serial port in the following figure is COM3.

% Device Manager
File Action View Help
= @ dm=
v A DESKTOP-8QONTGE
iy Audio inputs and outputs
[ Computer
e Disk drives

& Display adapters
¥ Firmware

=z |DE ATA/ATAP| controllers
@ Junge Connectivity

@ Mice and other pointing devices
[ Monitors
I Network adapters
~ f§ Ports (COM & LPT)
i USB Serial Port (COM15)
§ BEmO com
= Print queues
] Processors
I Sangfor VDI Usbhub Class
i Sangfor Virtual USB devices
B Security devices
!* Software components
B Software devices
I Sound, video and game controllers
S Storage controllers
K@ System devices
i Universal Serial Bus controllers

3onedata proprietary and confidential
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3.1.2.2 Create A Serial Session

On the premise that the device console interface is well connected to the PC, open the
MobaXterm software and create a new serial terminal session in the following order.

Click on the Session in the upper left corner>Click on the Serial tab in the new
window>Open the Serial tab>Select the serial port number corresponding to the device
in the Serial port bar>Set the baud rate to "115200" in the Speed bar>Click on the
Advanced Serial settings tab>Select PUTTY in the Serial engine bar>Select 8 in the
Data bits bar>Select 1 in the Stop bits bar>Select None in the Parity bar>Select None
in the Flow control bar. After configuration is completed, click OK to confirm and save

to enter the console.

Session settings x

W e BN B M@ @ % T W @ m

SSH  Telnet Rsh  Xdmcp RDP VNC FTP SFTP  Serial File Shell  Browser Mosh  Aws 83 WSL

«# Basic Serial settings

Serial port *|COM3 (USB Serial Port (COM3)) ~ Speed (bps) |0l -
% Advanced Serial settings & Terminal settings i Bookmark settings
Seral engine: |PuTFY (allows manual COM port setting) w
Data bits |8 ~

Stop bits |1 - If you need to transfer files (e.g. router P
configuration file), you can use MobaXterm . %
Parity |Mone “ embedded TFTP server
N

Flow control | None ~

"Servers” window —= TFTP server

(5) Reset defaults

Execute macro at session start: | <none> v|

W 0K 3¢ Cancel

If using putty, select the corresponding COM port, and change the baud rate to 115200,

8Bit data bits, 1 stop bit, no parity and no flow control.

3onedata proprietary and confidential
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=

Category:

=] Session QOptions cortroling local senal lines
Logging

Select a senal line
Serial line to connect to OM1
Configure the serial line
Speed (baud) 115200
Data bits

II—‘ Ii II Ir)
v

Stop bits
+- Selection
Parity Mone ~
- Colours

Flow control Mone ~| f

About Help Cpen Cancel

Click OPEN to open the serial login console. After the device is started, you can press
Enter on the serial port login console to view the message "*login:", prompting you to
enter the user name and password to login to the terminal. After the successful login,

you can perform CLI operations on the device.

ttySO

If there is no response from the console after Enter, it indicates that there is a problem with the
hardware connection between the device and the PC, and the adapter cable needs to be replaced

or the plug needs to be checked for firmness.

3.1.3 Login via Ubuntu Host

3.1.3.1 Mapping Serial Device

This step is optional when using a virtual machine, skip this step for non-virtual
machines. Take the VirtualBox virtual machine as an example, start the Ubuntu virtual
machine, and then in the top menu of VirtualBox, complete the mapping of the USB
serial port on the virtual machine in the following order (as shown in the figure): Click
[Device] > [USB] > Select serial device [FTDI FT232R USB UART...]

3onedata proprietary and confidential
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E ubuntu [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

@ Optical Drives L4
Eﬁ Audio L4
BF  Metwork ’
[ UusB » 3 USE Settings...
[l Shared Folders 4 SIGMACHIP Usb Mouse [0110]
[Z]  Shared Clipboard 4 SEMICO USE Gaming Keyboard [0110]
[Z) Drag and Drop 4 Realtek USE 10/100/1000 LAN [3100]
& Insert Guest Additions CD image... Prolific Technelogy Inc. USB SD Card Reader [0100]

Serial No. AT0KTESF

State: Busy

After selecting the USB serial port, VirtualBox will mark a "\" symbol in front of the
selected device, and then map the USB serial port to the Ubuntu virtual machine. At
this time, by entering Is/dev/ttyUSB * in the command line of the virtual machine, you

can see an additional device file, whose device file name is named as: /dev/ttyUSBO

S
'0

= Tips

If there is no newly added device file in the above command result, such as/dev/ttyUSBO0, you

can use the command "dmesg | tail" to check if the kernel contains USB serial port drivers.

3.1.3.2 Use Minicom to Log in to the Device

It is recommended to use Minicom to log in to the device on Ubuntu. Under the
command line serial port, enter the command:

sudo apt update

sudo apt install minicom

Wait for the installation to complete. After the installation is complete, enter the

command sudo mini com - s and the following interface will pop up

3onedata proprietary and confidential
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configuration
Filenames and
File transfer protocols
Serial port setup
Modem and dialing
Screen and keyboard
Save setup as dfl
Save setup as..
Exit

Exit from Minicom

Serial Device : [/dev/ttyUSBo
Lockfile Location : Jvar/lock
Callin Program
Callout Program
Bps/Par/Bits : 1152608 8N1
Hardware Flow Control : Mo
Software Flow Control :

Change which setting? I

Screen and keyboard
Save setup as dfl
Save setup as..
Exit

from Minicom

Press A, then enter/dev/ttyUSBO, press F to turn off hardware flow control. For other
parameters, refer to the screenshot settings. The setting is finished, press Enter to
confirm, then select Exit to go back to the minicom main menu, minicom will open the

serial port and open the serial terminal interface as below:

93160a2699dc6aze48bbad47f8f8f47d login: root
Password:

Last login: Fri May 20 07:26:00 UTC 2022 from 192.168.1.64 on pts/1
root@93160a2699dc6aze48bb4d47f8f8f47d: ~# I

Enter your account and password in this interface to log in to the device.

3.2 SSH Terminal Login

SSH terminal login using the network interface to connect to the device, first use the
network cable to connect the PC to the device's Ethernet interface, and then configure

the IP address of the network card to the 192.168.1.x network segment (where x takes

3onedata proprietary and confidential
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3.2.1

the value of 2 to 254), the device factory default IP address of the LAN port is
192.168.1.250.

Login via Windows

Connect device and PC to the same LAN, and configure putty as follows:

Category:

E® PUTTY Configuration

=) Teminal

- Keyboard
. Bell

- Features
=1 Window

- Appearance
- Behaviour
- Translation
[+ Selection
- Colours

=+ Connection

... Data

- Prowy

- Telnet

- Rlogin
[#-S5H

- Serial

About

Help

Basic options for your PuTTY session

Specify the destination you want to connect to

X

Host Name (or IP address) Port
[192.168.1.25() [[22 |
Connection type:

(JRaw () Telnet () Rlogin (®5SH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete
Close window on exit:
(D Mways (O Never (8 Only on clean exit

Click Open to open the session, and enter the user name and password in the SSH

terminal window to complete the login.

3onedata proprietary and confidential
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3.2.2

3.3

3.3.1

2

Logging in to the Device via Ubuntu

After connecting the device through the network cable, set the ubuntu network address
on the PC to the 192.168.1.x network segment, and then enter the command:

ssh root@192.168.1.250

Then enter the password according to the prompts, and the login interface is shown in

the screenshot below.

david@computer ~$ >> ssh root@192.168.1.250
The authenticity of host '192.168.1.250 (192.168.1.258)' can't be established.
ECDSA key fingerprint is SHA256:RFvi7j8D7KpGamUZm6IVBG3nVFSMCHRfqjxzBguEL3Y.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.250' (ECDSA) to the list of known hosts.
Last login: Fri May 20 ©8:81:57 20822
root@93160a2699dc6a2edsbbuduy7FaF8FuUTd : ~# |

HDMI Login

A Notice

By default, TCU series devices only support text mode login, the following operations are
limited to tcu series devices that support graphical interface, the operating system needs to be

upgraded to a version that supports graphical interface

Graphical Login Interface

Connect an external monitor through HDMI, with TCU as the default user. The login

interface is shown in the following figure.

3onedata proprietary and confidential
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ubuntu® 20.04 LTS

3.3.2 Enable On-Screen Keyboard

The login interface can also open the on-screen keyboard, and the specific operations
are:

Step 1 Click the People Icon in the upper left corner of the interface

Step 2 Select "Onscreen keyboard"

As shown in the picture below:

(50| T=lels] s

Ipl ll'll

5] T
i

I L

[oea =T =T 1T

ENETE
alwleloTi[v o] i o]
" Telslalelalal Tw]7
N 20 D B S G T

Crl | win [ ] ]

Steps for logging into the desktop to turn on the on-screen keyboard:
Step 1 Right click on the mouse to select and turn on "setting".
Step 2 Select "Universal Access" — "Typing" — "Screen Keyboard" and set it to "on".

As shown in the picture below:

3onedata proprietary and confidential
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a settings

A Privacy

@ onine Accaunts
<% sharing

® St

f Power

O Bisplays

% touse & Tauchped
B Keyboard Shoitrurs
& Frinbers

& Removable Madid
& color

mregian &la

i users
* Defaull Apgications
©) Date & Time

+ abaut

Universal Access
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3.4 Ubuntu Username and Password Modification

1
S
'O

" Tips
If you want to change the password and username, please change the password first, reboot,

then change the username and reboot. If you change the user name and then the password, you

may fail to log in to Ubuntu.

3.41 Change Password

Enter the following command in the shell terminal:

sudo passwd old_user

old_user is the username of the user whose password was changed.

Enter the new password and confirm it. After successfully changing the password, log
out of the current logged in user, and then enter the username and new password to
log in to Ubuntu.

3onedata proprietary and confidential
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3.4.2 User Name Modification

3.4.2.1 By Adding New Users (Recommended)

Switch to the root user in the shell.
Enter the following command to add a new user:

adduser newname

root@emulBBB-a3l:~# adduser ttt
Adding user "ttt

Adding new group ~ttt'

Adding new user Tttt

Creating home directory °/home/ttt'
Copying files from °/etc/skel'

New password:

Retype new password:

After entering the command, the system will require setting a password.

User directory migration involves setting directory permissions for files in the original
user directory under the home directory to the new user, and then migrating these files
to the new user directory:

chown -R newuser:newuser /home/olduser

mv /home/olduser/* [/home/newuser/

Enter the following command to delete the original user.

userdel olduser

3.4.2.2 By Modifying Configuration Files

A Notice

Improper operation of this method may cause the system to fail to log in and is not

recommended.

Switch to the root user at a shell command prompt, and then enter them in order at the
command line:

vim /etc/passwd

Find the original username and change it to your own username (change the entire

line).

:/usr/sbin/nologin
:/usr/sbin/nologin

: /bin/

3onedata proprietary and confidential
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vim /etc/shadow

You also need to find the original username (all names need to be changed) and
change it to your new username.

vim /etc/group

Find the original username in the group and modify them all!

Change the name of the user's home directory, change the user directory under the
home directory to your own user name: for example, the original directory name AAA,
now you want to change it to user BBB, use the command mv AAA BBB to do it.

Verify login with the newly set username and password.

3onedata proprietary and confidential
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Upload Files to Device

The following describes how to upload files from the PC to the device.

41 Windows System

Take the WinSCP software as an example.

4.1.1 Download and Install WinSCP

https://winscp.net/eng/index.php.
4.1.2 Login Device

Open WinSCP and click on the Menu Session > New Session, and configure it as

follows:
B, Login - X
E New Site Session
File protocal:
SCP ~
Host name: Port number:
[192.168.1.250 || 23
User name: Password:
[t X |
Save hd Advanced... |v
Tools - Manage - Close Help

3onedata proprietary and confidential
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4.1.3 File Upload

Click on login in the previous step, and after successfully connecting to the device, find

the file you want to upload on the left side and drag it to the right to upload.

4.2 Linux System

Taking scp as an example, let's assume that the file to be uploaded is bingo.sh.
scp bingo.sh root@192.168.1.250:~
The above command can upload the bingo.sh file to the home directory of the root user

of the device.

3onedata proprietary and confidential
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5 Quick Functional Test

ANotice

The software required for the following test can be selected from the test-suites directory based

on the system type tested and uploaded to the device.

5.1 Console Port

Connect the PC to the CONSOLE port of the device by using the RJ45 Console cable
as described in Section 3.1.1. Start the serial port terminal software on the PC,
configure the terminal as described in Section 3.1.2, and then power on the device. If
the log of the device power-on process is displayed on the terminal window, it indicates

that the console port works properly.

L | e

4 é RELAY CONSOLE 1-SW-4
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5.2 RELAY Terminal

As shown in the figure above, the RELAY terminal is located on the right of the two
power terminals. The relay is normally closed and the device node is "/dev/relay". Input
"cat/dev/relay” in the terminal to print out the state of relay, the default is "1", at this
time, use the multimeter to measure the two terminals of relay, it is the on state; After
that, you can input "echo 0 > /dev/relay" in the terminal to change its state to "0", and

then use a multimeter to measure the on/off state, which is the off state.

5.3 DIP Switch

The device node of the DIP switch is "/dev/dial". Enter the command
"lusr/bin/factory/test_dial" in the terminal to print the status of the DIP switch. The
Switch 1-4 of the DIP switch correspond to the four digits of the binary number from
low to high respectively. The pull-up state of the switch is low level “0”, and the pull-
down state is high level “1”. For example, when the Switch 1, 2, and 3 is pulled up, and
the Switch 4 is pulled down, the printing status is "8" (hexadecimal), which is the binary
number "1000".

5.4 LED Indicator

Enter the following command in the terminal command line to light up all software-
controlled LED:

find /sys/devices/platform/leds/leds -

name brightness | while read b; do echo 1 > $b; done

Then observe the LED indicator status on the panel, where the PWR indicator, DO
indicator, RS232 indicator and RS485 indicator are steady on, otherwise the
corresponding LED indicator is faulty. After testing, enter the command:

find /sys/devices/platform/leds/leds -

name brightness | while read b; do echo 0 > $b; done

Switch all LED indicators to the normally off state. At this point, observe the LED

controlled by the software again, and it should all be turned off.

3onedata proprietary and confidential
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5.5 DIl and DO Interface

e Dl Interface
Digital Input is used to detect whether there is a voltage difference on DI-DI+. The
allowable measurement range for voltage difference is 5V~24V. When there is a
voltage difference, the corresponding file outputs 1, and when there is no voltage
difference, outputs 0.

e DO Interface
Digital Output, whose output is a switch signal, controls the on/off between DO-
and DO+ by writing 1 and 0 to the corresponding file. It is a passive signal output,
so users need to provide a power supply voltage with a voltage difference of
5V~24V, which is then connected to the DO port of the device.

L
'O

" Tips

According to the characteristics of DI and DO, if this model has both DI and DO interfaces, the
output of the DO port can be directly connected to the DI port. As the DO port is a passive signal
output method, a power supply voltage with a voltage difference between 5V and 24V needs to be
connected outside the DO port, and then the voltage difference signal is transmitted to the DI port

through a switch signal to achieve DI and DO loop measurement.

5.5.1 Dl and DO Loopback Test Connection Method

The + port of the DO is connected to the positive power supply (5-24V DC power

supply).
The DI - port is connected to a negative power supply.

GND
BRREE
=[0/o o o o & 0 0 o|o
+ | = O 0 0o 0O o0 a a
po | DI
oW-24Y
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5.5.2

5.5.3

Port Device Path

Due to the fact that the drivers for DI and DO use the Linux 11O driver framework, and
there may be multiple devices using the IO driver framework in the system, the
following methods need to be used to confirm the device paths for the DI and DO
interfaces before testing.

Input: "Is - I/sys/devices/platform/| grep di" (use grep do when searching for DO), find
the iio directory (the directory name in the following text is iio di or iio do);

Input: "cd /sys/devices/platform/iio-di" into the corresponding iio directory, and find the
corresponding "lio:device" folder in that directory. The
"in_voltageO_raw"/"out_voltage0_raw" in this folder are the device file nodes to be
operated in the following text. The value (0/1) represents the on/off status of the DI and

DO ports, where 0 represents disconnected and 1 represents connected.

Q Tips
Specifically, the new version of the software has simplified the above process by generating a

character device node with the same name for the device corresponding to the DI/DO interface

in the/dev directory. The standard read/write method can be used to configure the port status.

Test through Multimeter

After completing the wiring according to the above steps, use the on/off switch of a
multimeter to measure the on/off status of the DO interface. After the red and black
probes of the multimeter maintain good contact with the positive and negative terminals
of the DO interface, the multimeter shows that the channel status is off, indicating that
the DO switch is in the "off" state; Assuming the DO device port path DEV-PATH
obtained in the previous section is /sys/devices/platform/iio-do/iio:device2, enter the
command in the serial console:

echo 1 > /sys/devices/platform/iio-do/iio:device2/out_voltage0_raw

At this point, the multimeter buzzes, it indicates that the first channel of the DO switch
is connected. Maintain the connection between the measuring probe of the multimeter
and the DO interface, and then issue commands on the serial console:

echo 0 > /sys/devices/platform/iio-do/iio:device2/out_voltage0_raw

The multimeter immediately stops buzzing, indicating that the first channel of the DO

switch has been disconnected. If the buzzing status of the multimeter matches the

3onedata proprietary and confidential
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5.5.4

input command, it indicates that the DO port is functioning properly; If the actual result

does not meet the above description, the DO port function is abnormal.

Q Tips
For the second channel, first switch the multimeter probe to contact the second channel terminal,

and then simply change the previous command node out voltage0 raw to out voltagelraw

when executing the command. The testing method for other DO channels is the same.

Test through Command and LED Status

GND

T2 341234
- D O 0O 0O o a o O
+ g 0O 0O O o o
po | DI |
Sv-24v

After connecting the wires according to the diagram, connect the negative terminal of
the DO port to the positive terminal of the DI port. After the wiring is completed, it can
be observed that the LED indicators of the DO and DI interfaces are both in off state.
Then enter the command in the console command line:

echo 1 > /sys/devices/platform/iio-do/iio:device2/out_voltage0_raw

cat /sys/devices/platform/iio-di/iio:devicel/in_voltage0_raw

If the LED indicators corresponding to the DO interface is on at this time, it means the
function of the DO interface is intact; otherwise, the DO function is abnormal;

If the LED indicators corresponding to the DO and DI interfaces are both on, and the
console outputs 1 after inputting command (b), it proves that the DI interface function
is also intact;

If the LED indicators corresponding to the DO interfaces are on and the LED indicators
corresponding to the DI interfaces are off, and the console outputs 0 after inputting
command (b), it proves that the DI interface function is abnormal

The DI function is normal as shown in the following figure:

3onedata proprietary and confidential
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root@tcul@0:~# echo 1 > /sys/devices/platform/i1lo-do/110:device2/out_voltage®_raw
root@tcul00:~# cat /sys/devices/platform/iio-di/1lo:devicel/in_voltageO_raw

1
root@tcul00:~# [

The DI function is abnormal as shown in the following figure.

root@tcul@0:~# echo 1 > /sys/devices/platform/iio-do/110:device2/out_voltage®_raw
root@tcul@0:~# cat /sys/devices/platform/iio-di/1iio:devicel/in_voltagel_raw

0
root@tcul®0:~# [

5.6 RS232 Port

5.6.1

5.6.2

Port Device File Path

Enter the command in the console:

Is -1 /dev | grep 232

You can obtain the name corresponding to the RS232 port of the device. The naming
format for this name is rs232sOp+interface number, for example, rs232s0p2

corresponds to the No.2 RS232 port of the device.

ANotice

Some devices have multiplexed RS232/RS485 ports, which means a set of UART serial ports
can achieve two functions: RS232 and RS485, corresponding to RS232 and RS485 interfaces
with the same serial number outside the device. In response to this multiplex situation, check
its name in the dev directory under the console, in the format of rs485-232s0p+interface number.
For example, rs485-232s0p5 indicates that the Sth RS485 interface and the Sth RS232 interface
on the device are multiplexed using the same UART serial port. When using the device, these
two interfaces cannot be used at the same time, and only one can be selected for use at the same

time.

Single Device Test

5.6.2.1 Wiring Method

The RS232 port is connected to the PC through the “lead-DB9-USB-RS232 converter”.
The RX port of the device is connected to the R+ port of DB9, the TX port is connected
to the T+ port of DB9, and the GND port of the device is connected to the GND port of
DB9.

3onedata proprietary and confidential
Copyright © 3onedata Co., Ltd. 24



3onedata

User Manual

CONSOLE A

RS232RX
RS232TX

DEVICE

S | USB type A terminal male to RS 232 serial
DB9 T+
GND UART DB9 terminal male adpter cable

5.6.2.2 Test Procedure

Step 1 Under the command line serial port, enter the command "minicom

-s" and the

following interface will pop up:

[configuration]
| Filenames and paths
File transfer protocols
Serial port setup
Modem and dialing
Screen and keyboard
Save setup as dfl

Save setup as.
Ex1t

Serial Device
Lockfile Location

: /dev/rs232s0p2
: /var/lock

Callin Program

Callout Program
Bps/Par/Bits

Hardware

Change which

. 115200 8N1
Flow Control :
Software Flow Control :

setting? |J

3onedata proprietary and confidential
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Step 3 Select the device name, press A, and then enter the device name, for example:
"Idev/rs232s0p2";

Step 4 To set the baud rate, press E, then press A or B to select the baud rate, then press
Enter to confirm. The default 115200N1 will be used here;

Step 5 Turn off hardware flow control, press F, and modify the configuration value of
"Hardware Flow Control" to "No"

Step 6 For other parameters, use the default values. After setting up, press Enter to confirm
and return to the main menu, then select Exit to enter the minicom interface. As shown

in the following figure:

Welcome to minicom 2.7.1

OPTIONS: I18n
Compiled on Dec 23 2019, 02:06:26.
Port /dev/rs232s0p2, 21:09:52

Press CTRL-A Z for help on special keys

Step 7 Later, open the console terminal corresponding to RS232 on the PC through the serial
port function of MobaXterm software and select the same baud rate, for example:
115200 8N1.

Step 8 If data is input into the minicom interface corresponding to the console port, it will be

displayed on the terminal corresponding to RS232, as shown in the following figure:

«¥8.COM3 (USB Serial Port (COM3), X a¥ 11.COM7 (USB Serial Port (COM7,

Welcome to minicom 2.7.1

OPTIONS: I18n

Compiled on Dec 23 2019, 02:06:26.
Port /dev/rs485s0p1, 21:11:26

Press CTRL-A Z for help on special keys

»¥ 11.COM7 (USB Serial Port (COM7)) - [m] X
[# Re-attach %I Fullscreen [Z]Stayontop Wi Duplicate Q @ M ®m ¥ Hide toolbar 3 Close

1111111111111111111111]]

3onedata proprietary and confidential
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If data is input at the RS232 terminal, the data will be displayed on the corresponding

minicom interface of the console port. As shown in the following figure.

#¥8.COM3 (USB Serial Port (COMS3) »¥10.COM? (USB Serial Port (COMT.

Welcome to minicom 2.7.1

OPTIONS: I18n

Compiled on Dec 23 2019, 02:06:26.

Port /dev/rs485s0pl, 20:54:41

Press CTRL-A Z for help on special keys

2222222222222222])

A¥ 10. COM7 (USB Serial Port (COM7)) — o

[ Re-attach %7 Fullscreen [&]Stayontop W& Duplicate Q @ M @ 4 Hidetoolbar =B ]

Step 9 If the actual test results comply with step 8, the RS232 port function of the device is
normal. Otherwise, the function is abnormal. In case of abnormality, it is necessary to
first check whether the 232 cable is connected according to the above requirements?
Or is the interface loose? If the test fails after repeated attempts, contact the relevant
technical personnel for assistance.

L
'O

= Tips

To exit minicom, press Ctrl+A to enter the setting state, press Z to enter the setting menu, and

then press X to exit minicom, you will be prompted to confirm your exit.

5.6.3 Online Test of Two Devices

5.6.3.1 Wiring Method

CONSOLE PC Q CONSOLE

f\ g\
RS232TX RS232RX
DEVICE A DEVICE B

3onedata proprietary and confidential
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accompany

tested device tested device

RUN ALM PWR RUN ALM PWR
0O 000
(]
5V-12V : E_'
20 S0 © O
o ! +[1 o O o +[1
o0 e GND collo ok,
oH o e = —if= O =
50| q Lote g |H=
20 ij 1 flhi 20 T Al fele o Z
i 2 5 Of
0g 0g
O 0
RO RO
O )
R0 RO

The RX port of the tested device is connected to the TX port of the accompanying
device, and the TX port of the tested device is connected to the RX port of the
accompanying device. Power on the accompanying testing device and connect it to

the PC through the console interface.
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5.6.3.2 Test Procedure

Step 1 First, configure the tested device A, enter the command "minicom -s under the

command line serial port, and the interface will pop up as follows:

[configuration]
File transfer protocols
Serial port setup
Modem and dialing
Screen and keyboard
Save setup as dfl
Save setup as.

from Minicom

Step 2

Serial Device : /dev/rs232s0p2
Lockfile Location : /var/lock
Callin Program
Callout Program 1
Bps/Par/Bits : 115200 8N1
Hardware Flow Control :
Software Flow Control

Change which setting? JJ

Step 3 Select the device name, press A, and then enter the device name, for example:
"/dev/rs232s0p2";

3onedata proprietary and confidential
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Step 4 To set the baud rate, press E, press N and B to select the baud rate, and press enter
to confirm. The default value is 115200;

Step 5 Turn off flow control, press F, and change the Hardware setting to "No".

Refer to screenshot settings (default) for other parameters. After setting up, press enter
to confirm, then return to the main menu and select Exit. The minicom window is
displayed. As shown in the figure below, the configuration steps of accompanying
device B are consistent with the steps of device A mentioned above.

Step 6 After the configuration and connection are completed, the consoles of both devices
enter the minicom operation interface. At this time, if we input information on the
interface of Device A, the information will be transmitted to device B and printed out on
the interface of Device B. Otherwise, information entered on Device B will be displayed

on the console interface of Device A.

¥ 8.COM3 (USB Serial Port (COM3) X »¥ 11.COM7 (USB Serial Port (COM7

Welcome to minicom 2.7.1

OPTIONS: I18n
Compiled on Dec 23 2019, 02:06:26.
Port /dev/rs485s0p1l, 21:11:26

Press CTRL-A Z for help on special keys

¥ 11.COM?7 (USB Serial Port (COM7)) - m] X
[# Re-attach I Fuliscreen [ Stayontop K Duplicate Q @ M @ # Hidetoolbar B3 Close

1111111111111111111111]f

¥8.COM3 (USB Seril Port (COM3 5 10, COM7 (USB Serial Port (COM7.

Welcome to minicom 2.7.1

OPTIONS: I18n

Compiled on Dec 23 2019, 02:06:26.

Port /dev/rs485s6pl, 20:54:41

Press CTRL-A Z for help on special keys

2222222222222222])

»¥ 10.COM7 (USB Serial Port (COM7)) - O >

[# Re-attach I Fullscreen [Z]Stayontop F: Duplicate Q @ ™ @& 4 Hidetoolbar M &

Step 7 If the actual results meet the above requirements, then the RS232 interface function is
normal;
If there is no response from the consoles of both parties when typing information, or if

3onedata proprietary and confidential
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only the console of this machine displays after typing, it indicates that the RS232

interface is malfunctioning.

5.7 RSA485 Port

5.7.1 Port Device File Path

Enter the command in the console:

Is -1 /dev | grep 485

You can obtain the name corresponding to the RS485 port of the device. The naming
format for this name is rs485s0Op+interface number, for example, rs485s0p1

corresponds to the No.1 RS485 port of the device.

5.7.2 Single Device Test

The RS485 port is connected to the PC through the “lead-DB9-USB-RS485 converter”.
When wiring, the A port of the device is connected to the 485+ pole of DB9, and the B
port of the device is connected to the 485- pole of DB9.

CONSLE /730
ﬁ . DB9485+| gp type A terminal male to RS 485 serial
RS485B ——— — DB9 485-
DEVICE UART DB9 terminal male adpter cable
PC

3onedata proprietary and confidential
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hE
IL
bt |
IL
I

ANotice

The 485+ and 485- pole wiring sequences of DB9-USB-RS485 converters from different
manufacturers may differ, and it needs to be checked clearly. The wiring sequence in the above

figure is for reference only.

Still tested by the minicom tool, in the interface of Serial port setup:

Serial Device : /dev/rs485s0pifj
Lockfile Location : /var/lock
Callin Program
Callout Program ;
Bps/Par/Bits : 115200 8N1
Hardware Flow Control :
Software Flow Control :

Change which setting?

Select the device name, press A, and then enter the device name, for example:
"/dev/rs485s0p1"; other parameters are set according to the above figure. After setting
up, press enter to confirm, then return to the main menu and select Exit.

The remaining operations are completely consistent with the testing of the RS232
interface. Ultimately, if both consoles can display each other's input information, it
proves that the RS485 interface functions normally; Otherwise, the RS485 interface

function is abnormal.
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5.7.3 Online Test of Two Devices
5.7.3.1 Wiring Method
. .accompany
tested device tested device
RUN ALM PWR RUN ALM PWR
OO0 OXOX@)
_ I
5V-12V E
: &
30 2 30 O D
o s +|1 o o O +|1
=X A END g(|lo O+ [ en
|0 e = —ifre O 1=
BO||q_o 2ot g
o = P P g =
20| R Sl g
2 & [I | = Q 1/} ®§
)| i
RO RO
I I
RO RO
& &
m m
CONSOLE PC Q CONSOLE
A A
RS485A RS485A ﬁ
RS485B RS485B
DEVICE A DEVICE B
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As shown in the diagram, Port A and Port B of one device are connected to the other’s
Port A and Port B respectively. Power on the accompanying testing device and connect

it to the PC through the console interface.

5.7.3.2 Test Procedure

Still tested by the minicom tool, in the interface of Serial port setup:

Serial Device : /dev/rs485s0pifj
Lockfile Location : /var/lock
Callin Program
Callout Program :
Bps/Par/Bits : 115200 8N1

Hardware Flow Control : No
Software Flow Control : No

Change which setting?

press A, and enter "/dev/rs485s0p1, other parameters are set according to the above
figure. After setting up, press enter to confirm, then return to the main menu and select
Exit.

The remaining operations are completely consistent with the testing of the RS232
interface. Ultimately, if both consoles can display each other's input information, it
proves that the RS485 interface functions normally; Otherwise, the RS485 interface

function is abnormal.

5.8 TF Card Slot and USB Port

3onedata proprietary and confidential
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5.8.1 USB/TF Card Mounting

Step 1 First, when the TF card is not inserted or the U disk is inserted through the USB
interface, input Isblk, and then insert the TF card or U disk, and input Isblk again.
Through two comparisons, it can be seen from the figure that the new device is

mmcblk1.

root@tculee:~# lsblk
MAME MAJ:MIN RM TYPE MOUNTPOINT
mmcblko 179:0 : 0 disk

mmcblkopl 179:1 ] 0 part

mmcblkOp2 179:2 ] 0 part

mmcblkep3 179:: : 0 part

mmcblkopd 179:¢ ] 0 part
mmcblkebootd 179: : disk
mmcblk@bootl 179:1¢ : disk

root@tculfd:~# Lsblk
NAME MAJ:MIN BRM SIZE RO TYPE MOUNTPOINT
mmcblko 179:0 0 14.6G6 0 disk
mmchblkepl 179: : 16 @ part /
mmchblkop2 179:2 ¢ 16 @ part
mmchlkop3 179:: 3 512M 0 part

mmcblkOpd 179:¢ B 12.1G 0 part
mmcblkeboote 179:8 : 4M disk
mmcblkObootl 179:16 ; 4M disk
mmchb Tk 1 179: 24 3 3.86 0 disk
mmcblkipl 179:25 @ 3.8G 0 part
root@tculen:~# [j

Step 2 Create a new directory and enter the command "mkdir - p~/disk".

Step 3 Mount the directory and enter the command "sudo mount/dev/mmcblk1~/disk".

Step 4 Create a new file in the~/disk directory and enter the command "echo
8888>~/disk/filename".

Step 5 Copy the file and enter the command "sudo cp~/disk/filename~/".

Step 6 View the file and enter the command "cat~/filename". If only 8888 is displayed, it

indicates that the USB/TF card is working properly. Otherwise, it is abnormal.

QKey

The command dmesg | tail can be used to view the driver loading status of a newly inserted

device into the system.
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5.8.2 Use TF Card to Burn System Firmware

Step 1 Insert the TF card for burning into the TF card slot;

Step 2 After powering on, it will automatically enter the flashing state after about 15 seconds
(the RUN light will remain on and the ARM light will flash once every 1 second);

Step 3 "Waiting for flashing status" lasts for about 8 minutes, during which the power should
not be cut off, otherwise the burning will fail and a new burning will be required;

Step 4 When the ALM light and RUN light flash rapidly at the same time (flashing 5 times in 1
second), the burning is completed. Power off first, then remove the TF card to power

on the device again.

5.9 Ethernet

5.9.1 Port Connection

5.9.1.1 Copper Port Connection

CONSOLE | |

ﬂ| " Ethernet port Ethernet port Q
DEVICE PF

Connect according to the network topology shown in the figure above, and insert the

network cable into the corresponding RJ45 network port as shown in the figure below:
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After inserting the network cable into the RJ45 port, the device will automatically
negotiate speed, duplex, and other connection capabilities with the opposite network
port. After the connection is successfully established, the LED light of the
corresponding port will light up. If there is data transmission and reception at this time,
the LED will flash. The figure below shows that the LED of the corresponding port will

light up when the network port ge1 is successfully connected.

ANotice

The Console port of the device is also an RJ45 interface, which should be different from the

RJ45 interface of Ethernet and should not be connected incorrectly.

5.9.1.2 Fiber Port Connection

fibreoptical port fibreoptical port

DEVICE1 DEVICE2

Connect the device to another accompanying optical communication device using fiber
optic and SFP optical module as shown in the above figure. The interface of the SFP

optical module slot is shown in the following figure:
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After inserting the optical port into the device, the console displays corresponding
printing information, as shown in the following figure: indicating that the optical module

has been correctly recognized by the device.

00:~# [ 206.809571][ T166]@1 sfp sfp@e: module ALLRAY INC. ATR-50202T rev 1.1 sn 3091021476087

[ T166]1@1 mvBBe6OBS stmmac-0:80 gs9: switched to inband/1l0@8base-x link mode

Insert the fiber optic cable into the optical module, and after the optical port is

connected, the corresponding channel's LED lights up:

-

ry 7 r v
108 0@<GS 6@ 70 6@

P S

As shown in the above figure, the interface LED of gs11 lights up, indicating that the
interface gs11 is connected.

After successfully establishing the connection, the Console displays information
related to network connection such as rate, duplex, flow control, etc. If there is no

connection to the network port, there is no IP configuration option. As the picture below.
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5.9.2

tcul00 login: root
Password:
Welcome to Ubuntu 20.04.5 LTS (GNU/Linux 5.4.128 armv71)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

Last login: Thu Apr 21 20:55:02 CST 2022 on ttySe@

root@tcul0O:~#

root@tcul@0:~# [ 79.254465] mv88e6085 stmmac-0:00 gel: Link is Up - 1Gbps/Full - flow control rx/tx
[ 79.262148] IPv6: ADDRCONF(NETDEV_CHANGE): gel: link becomes ready

[ 79.268512] lan: port 1(gel) entered blocking state

[ 79.273397] lan: port 1(gel) entered forwarding state

View Interface Status

To view all interface status information, the ifconfig command is typically used as
follows:

ifconfig -a

If you want to view a specific network interface, such as checking the interface status
of ge1, enter the following command:

ifconfig gel

Obtain the return result as shown in the following figure:

gel: flags=4163<UP, BROADCAST RUNNING,MULTICAST> mtu 1500
inet 192. 2.1 netmask 255 255.255.0 broadcast 192.168.2.255
inetb feBO 84d7 Jeff:fec3:7003 prefixlen 64 scopeid 0x20<link>

o ( txqueuelen 1000 (Ethernet)
RX packets 193 by'tes 14184 (14.1 KB)
RX errors @ dropped @ overruns @ frame 0
TX packets 37 bytes 5416 (5.4 KB)
TX errors @ dropped @ overruns © carrier @ collisions 0

In addition to the ifconfig command, the ip command is also another widely used tool
for viewing interface status by entering commands in the terminal:
ip address show

View the status information of all interfaces, as shown in the following figure:

: gel.l0@gel: 1500 gdisc noqueue state UP group default gqlen 1000
link/ether g e
inet 19 2.56/24 brd 2 255 scope global gel.10
valid 1ft forever preferred 1ft forever
ineté feB80::4860:48ff:feB4:74fe/64 scope link
id_ | forever
: gel.20@ge 1500 gdisc noqueue state UP group default gqlen 1000
link/ethe a:6 e

inet 192 scope global gel.20
valid_ forever preferred_lft forever
inet6 Te80::4860:48ff:fe84:74fe/64 scope link
valid 1ft forever preferred 1ft forever
root@tcu100:/etc/systemd/network# |

Command to view routing status information:
ip route show
Command to view DNS server address configuration:

3onedata proprietary and confidential
Copyright © 3onedata Co., Ltd. 39



30nedal'a User Manual

5.9.3

cat /etc/resolv.conf

B
Note

The status UP indicates the interface processing enable status, while the status LOWER UP
indicates that the physical layer signal of the interface has been connected normally; On the
contrary, the state NO-CARRIER indicates that the physical layer signal of the interface is in a

disconnected state.

Interface Configuration

The TCU series intelligent gateway adopts the system networked suite to manage
Ethernet interfaces, and all its configuration files are located in the
letc/systemd/network directory. By checking the configuration files in this directory, it
can be found that each physical interface has a corresponding interface configuration

file, as shown in the following figure:

40-gel.network
41-ge2.network

5.9.3.1 DHCP Dynamically Obtains IP

Taking the Ethernet interface ge1 as an example: Use the vim editor to edit the
configuration file "40-ge1. network" of the ge1 interface, configure the DHCP field to
"DHCP=yes" to enable the DHCP client, or configure the field to "DHCP=ipv6" to
explicitly enable the DHCP IPv6 client. After modification, it is shown in the following
figure:

[Match]
Name=gel

[Network]

DHCP=yef

If you need to configure DHCP to only use the IPv4 protocol to obtain an IP address,
you can modify the DHCP configuration to "DHCP=ipv4" as shown in the following

figure:
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[Network]

DHCP=1pv4

After editing is completed, save the configuration file and exit the editor. Use the
method mentioned above to check the interface status to ensure that the ge1 interface
has successfully connected to the Ethernet network with DHCP service enabled. When
the interface status is LOWER _UP, enter the command to restart the network service:
sudo systemctl restart systemd-networkd

Wait for the DHCP server to assign an IP address to the interface, during which you
can use the ip command to continuously check the status of the interface and check if

the IP address has been successfully obtained.

500 gdisc noqueue state UP group default glen 1000

The "DHCP=yes" setting option will enable both IPv4 and IPv6 clients, and when IPv6 is

available, priority will be given to obtaining IPv6 addresses.

L
'O

" Tips

Regarding the usage of vim, please refer to the link https://www.vim.org/docs.php.

5.9.3.2 Static Single IP Address

To set a static IP address, simply fill in the required IP address and gateway information

in the configuration file according to the syntax, as shown in the following figure:
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[Match]
Name=gel

[Metwork ]

After completing the modifications, save and exit. Use the following command to restart

the network service:

sudo systemctl restart systemd-networkd

ANotice

When the configured network interface status is "NO-CARRIER", that is, when the physical
signal of the interface is disconnected, the system-networkd service will not trigger the relevant
IP address configuration action. At this time, when the IP address of the interface is viewed, the
IP address will not be immediately configured. Only when the interface status switches to
LOWER UP, that is, when the physical signal of the interface has established a connection,

will the systemd-networked service trigger the IP address configuration operation process.

L
'O

Tips
For more syntax and usage instructions on systemd-networked services, please refer to

https://systemd.network/systemd.network.html.

5.9.3.3 Static Multiple IP Addresses

If multiple IP addresses need to be configured in a single network interface, simply add
the list of IP addresses that you want to configure to the corresponding configuration
file. For example, in the following figure, three different network segments are
configured with IP addresses: 192.168.1.23/24192.168.2.23/24192.168.3.23/24. At

the same time, a gateway and two different DNS servers are also configured.

3onedata proprietary and confidential
Copyright © 3onedata Co., Ltd. 42



30nedal'a User Manual

[Match]
Name=gel

[Network]__

Gateway=192
DNS=114 __I
DNS=2082

After completing the modifications, save and exit. Use the following command to restart

the network service:
sudo systemctl restart systemd-networkd
After the service restarts, you can use the ip address show command to view the

configuration status of the IP address:

UP ,LOWER_UP> mtu 1588 gdisc nogueue state UP group default glen 1868
cope global gel
rer
cope global gel
rer
2 cope global gel
valid 1ft fore er pre
inet6 fe80::a479:80ff:fe42: bUfU,b4 scope Link
valid 1ft forever preferred Lt forever

You can also use the ip route show command to view the routing status, and use the

cat/etc/resolve. conf command to view the configuration results of the DNS server:

rootmtcuzDDD ~# ip route show
def u1t via 53.1.5 dev gel proto static
2. 16 : proto kernel scope lin
proto kernel scope lin
proto kernel scope Link src
’ Jetc/resolv.conf
This file is managed by man:systemd-resolved(8). Do not edit.

This is a dynamic resolv.conf file for connecting local clients directly to
all known uplink DNS servers. This file lists all configured search domains.

Third party programs must not access this file directly, but only through the
symlink at fetc/resolv.conf. To manage man:resolv. conf{ in a different way,
replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for fetc/resolv.conf.

-
#
#
#
#
#
#
#
#
#
#
#

nameserver 223
nameserver 11
nameserver 202

ANotice

If the configured network interface has added a bridge before configuration, but no bridge has

been added in the new configuration, a manual command needs to be issued to remove the
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5.94

configured network interface from the original bridge, such as: brctl delif wan gel. Or restart

the device to apply the latest network configuration.

Manually Modify Configuration

If the user wants the device to temporarily use another IP address, the following
command can be used:

ifconfig [InterfaceName] [IP]

For example:

ifconfig gel 192.168.1.2

The IP address of the device ge1 interface will be temporarily changed to 192.168.1.2

ANotice

The manually modified IP address will only take effect temporarily during the current startup

and will be restored to the system configuration after system or service restart.

5.9.5 Manually Modify the DNS Server

5.9.5.1 Dynamic Change

If the user wants to use a different DNS address (such as 8.8.8.8), the command is as
follows:
vim /etc/resolv.conf

Change nameserver 114.114.114.114 to nameserver 8.8.8.8

ANotice

The DNS server address manually modified by this method only takes effect temporarily during

the current startup and will be restored to the system configuration after system or service restart.

5.9.5.1 Static Change

Find the configuration file for the final exit interface that needs to be configured in the
/etc/systemd/network directory (for example, if the exit IP is in the bridge, add it to the

configuration file of the bridge)
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Configure static addresses and their corresponding gateways. Then add a
configuration node value such as "DNS=8.8.8.8" under the [Network] field, as shown

in the following figure:

[Match]

Name=Llan

[Metwaork]
addr

Gat

DMNS

After saving the modifications, execute the systemctl restart systemd-networkd
command to restart the service.

Run the following command to view the contents of the configuration file:

cat /run/systemd/resolve/resolv.conf

It can be seen that the configured DNS server address has taken effect. To verify the
DNS resolution, enter command

nslookup www.qq.com

to check whether the DNS resolution is normal

root@tcul2Ee-ud3-v2: /etcssystemd/ network®# nslookup wew .gg.com
Serve =

Addre H 13 5.8 #E3

Non-authoritative answer:
v . O . com cal name = ins-r23tsuuf.ias.tencent-cloud.net.
Name : i

5.9.6 Bridge Configuration

Create a virtual bridge interface device file named “10-bridge-br1.netdev” in the

/etc/systemd/network directory.
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Then edit the bridge interface device file, add the IP address and gateway information

of the bridge interface.

=192.168.5.211/24
8.5.1

Then configure the slave device interfaces that need to be added to the bridge one by

one.

Bridge=brfl

After all the Bridges and slave device interfaces are configured, run the following
command to restart the systemd-networkd service.

systemctl restart systemd-networkd

Use the following command to view the device dependency relationships of all bridges
in the system:

brctl show
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root@tcul00:/etc/systemd/network# brctl show
bridge name bridge 1id STP enabled interfaces

8000.86d77ec37003 no gel
8000.000000000000 no
8000.000000000000 no

The above figure shows that there are three network bridges in the system: br1, lan,
and wan. Among them, br1 has a slave interface ge1, and the other two network

bridges have not yet added slave interfaces.

5.9.7 VLAN Configuration

5.7.7.1 Configure Multiple VLANs on the Same Network Port

5.7.7.1.1 Create VLAN Interfaces

Use the command "modinfo 8021q" to check if the 8021q function is enabled in the

system (kernel builtin or module can be added):

name: 8021q
filename: (builtin)

version: 1.8
license: GPL
alias: rtnl-1ink-vlan

Create virtual interface device files named "20-vlan ge1.10. netdev" and "50-vlan
ge1.20. netdev" in the /etc/systemd/network directory (vlan is the type name, ge1 is
the interface name, and 10 is the VLAN ID), configure the type as VLAN and set its
VLAN IDs to 10 and 20 respectively, as shown in the following figure:

[NetDev]
Name=gel. 10
Kind=v1al}

[VLAN]

Id=10

3onedata proprietary and confidential
Copyright © 3onedata Co., Ltd. 47



30nedal'a User Manual

[NetDev]

Multiple VLANS can be set on the same interface, and this time two VLANSs will be set.

5.7.7.1.2 VLAN Interface Address Configuration

Creating a VLAN device interface Enter “vim 21-vlan-ge1.10.network” to create the
“21-vlan-ge1.10.network” file. Enter "vim 51-vlan-ge1.10.network" to create a "51-vlan-
ge1.20.network" file, and set the address and gateway. (The file name can be

customized) is shown in the following figure:

[Match]
Name=gel. 10

[Match]
Name=gel.20

[Network ]
Address=192

Add a physical interface Enter “vim 40-ge1.network” to modify the “40-ge1.network”

interface file. As the picture below.
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LAN=ge1l. 10

LAN=ge1.2[g

Enter "systemctl restart systemd-networked" to update the network configuration, and

enter "networkctl list" to list all device interfaces of the system.

root@tcul00:/etc/systemd/network# networkctl list

gretap@
erspan@
s1to
1p6tnle
ip6greod
swap

VOO WN P X

gel
ge2
wan
lan
bri
gel.10
gel.20

loopback
tunnel
ipgre
ether
ether
sit
tunnelé
ipégre
ether
dsa

dsa
bridge
bridge
bridge
vlan
vlan

16 links listed.
root@tcul@O:/etc/systemd/network# I

carrier
off

off

off

off

off

off

off
degraded
carrier

no-carrier

degraded
routable
routable
routable
routable

unmanaged
unmanaged
unmanaged
unmanaged
unmanaged
unmanaged
unmanaged
unmanaged
unmanaged
configuring
configuring
configuring
configured
configured
configured
configured

The presence of device interfaces ge1.10 and ge1.20 indicates successful addition of

VLAN; The device interface status of "routable” and "configured" indicates successful

configuration.
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5.9.7.1 Configure the Same VLAN for Different Network Ports

5.7.7.2.1 Create a Bridge Interface with VLAN Forwarding Function

Create a virtual interface device file named "20-lan1. netdev" in the

letc/systemd/network directory. configure the type to bridge and set its VLANFiltering
and Default PVID to 10, as shown in the following figure:
[inetDevil

Name=1lan1l
Kind=bridge

[Bridge]
VLANFiltering=true

Defaul tPVID=18
STP=false

5.7.7.2.2 Bridge Interface Address Configuration with VLAN Function

Create a configuration file for the new bridge device interface by entering "vim 31-lan1.

network". Match device and set address. As the picture below.

[iMatchll

Mame=lanl

[Network ]
Address=192

Add a physical interface Enter “vim 40-ge1.network” to modify the “40-ge1.network”
interface file. As the picture below.

[iMatchll

Name=gel

[Network]
Bridge=lanl

Multiple interfaces can be added to the bridge.
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5.9.8

Packet-Capture Statistics

5.9.8.1 Network Port Packet Capture

Use tcpdump to capture packets on the specified interface on the device, and enter
"tcpdump - i [interface number]" in the command console to monitor the packets flowing
through the specified network card. (Directly input "tcpdump" to monitor the packets

flowing through the first network card by default) as shown in the following figure:

root@tcul@O:~# tcpdump

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on swap, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:08:47.673560 MEDSA 0.3:1: IP 192.168.2.1.netblos-dgm > 192.168.2.255.netbilos-
dgm: UDP, length 201

22:08:50.641424 MEDSA 0.3:1: IP 192.168.2.1.netbilos-dgm > 192.168.2.255.netb1os-
dgm: UDP, length 201
22:08:52.076829 MEDSA 0.3:1: IP 192.168.2.1.netbilos-dgm > 192.168.2.255.netb1os-
dgm: UDP, length 201

5.9.8.2 Packet Statistics

5.9.9

Enter “cat /proc/net/dev” to view the data receiving and sending packet statistics of

each network card. As the picture below.

00t@tcul@0:~# cat /proc/net/dev
[nter - Receive | Transmit
face |bytes packets errs drop fifo frame compressed multicast|bytes packets errs drop fifo colls carrier compressed
lo: 1155080 15608 0 ] [¢] [¢] [¢] 0 1155080 15608 ] 0
bri: 108606 797 0 (] (] (] (] 564 9306 111 0 0 0 (¢]
sit0: (¢] 0 (] (] (] (¢] 0 0 0 0 (¢]
ip6tnl0: ] ] 0 ] 0 ] ] ] ] ] ] [¢]
gre0: (] 0 (¢] 0 0 0 0
tunlo: (¢] 0 (¢] 0 0 0 0
wan: 0 0 [¢] 0 0 0
Erspan0: (] ]
ge2: 6002 54
swap: 154529 1062
L (] ]
(¢] 0

: o] ]
125163 1008

The packet statistics of the switch interface can be viewed to view the mib counter of

the hardware. Taking the ge1 interface as an example, its command is:

Throughput Test

Open the jperf-2.0 software on the PC, select "Client", set PC A as the host, enter the
slave device interface address in "Server address", select "UDP" mode, and the rest

are default options. As the picture below.
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UDP Bandwidtn 1F] [MBytesisec|+
UDP Buffer Size

UDP Packet Size.

1Player options

Bandwidth

Clear Output for new Iport Run

CONSOLE
Ethernet port

DEVICE

Ethernet port Q

PC

Test the forwarding speed, bridge the two network ports of the device, connect the two

PCs to the network ports, and set the IP addresses of the PCs to the same network
segment, such as PC1: "192.168.2.1" and PC2: "192.168.2.2" (disable firewall). Set

them in the jperf software as described above. The test results are shown in the

following figure:

Q ethernet port

PCA

CONSOLE |
ethernet port Q
ethernet port1 ethernet port2
[} o
'\_\DEVICE‘/_/ PCRB
Bridge
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Bandwidth & Jitter

5.10 4G/5G Network

5.10.1 SIM Card Dial-Up Internet Access

Turn off the power first, as shown in the above picture, insert the SIM card, and check
if the 4G/5G antenna is installed properly and in the normal signal area (check the
phone signal strength). After powering on and logging into the system, enter "Isusb" to
check for 4G/5G Internet module functionality (print the message "Quectel Wireless
Solutions..." to indicate 4G/5G Internet module functionality), as shown in the following
figure:
8-Tv-vli~ 5
 o62: 10 2 5 Quactel Wirolsss Solurions Co., Ltd. EC25 LTE modem

: @e1: ID G 2 Linux Foundation 2.8 root hub
: ge1: ID G pE1 Linux Foundation 1.1 root hub

» @01: ID G pE2 Linux Foundation 2.0 root hub

> 001: ID 1d6 P81 Linux Foundation 1.1 root hub

> 001: ID 1d6 2 Linux Foundation 2.0 root hub

5 > 001: ID 1d6b:0682 Linux Foundation 2.0 root hub
root@tcul200-uf8-Tv-vi:~#
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Enter "quectel-CM&" (print message "requestGetSIMStatus SIMStatus: SIM_READY"
indicates that the SIM card has been detected. "requestQueryDataCall IPv4
ConnectionStatus: DISCONNECTED" indicates that the SIM card IP address has not

been assigned). The running results are shown in the following figure:

Auto find gmichannel
Auto find
netcard d

Get clientNAS
Get clientUIM
Get clientWDA

: : 50 , Attached, DataCap: LTE
requestQu ata C lonSta ) ECTED
ifconfig
ifconfig
sConnectionIPv4Handle: ©x86d727de

-t 5 -1 wwan@

: sending
: sending

Normally, the quectel-CM process will automatically call the dhcp client program to
obtain the IP address for the wwanO interface, or it can manually run "busybox udhcpc
-i wwan0" to obtain the IP address after ending the udhcpc or dhclient process. (The
network interface "wwanQ" corresponds to the print message "wwan0" in the above

figure, which may vary depending on the device)

roéﬂ_:@tcu1iéIEI—LJEIEI:1_'u'—';'1:r--# t;u yIme udhcpe -1 wwan@
udhcpe: started, wl1.30.1

udhcpc: sending discover
udhcpe: sending select for 10.190.64.248
udhcpe: lease of 10.190.64.240 cobtained, lease time 7280

After disconnecting the wired network or WiFi connection, try to test whether it is
connected to the network. Enter "ping -c 10 114.114.114.114" and the output result is

shown in the following figure:
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5.10.2

114 - } (114 1.114.114) 56(84) bytes o
from - - . }: icmp_seg=1 ttl=86

from - - . }: icmp_seqg=2 ttl=77

from - - - l: icmp_seg=3 ttl=79

from - - - l: icmp_seg=4 ttl=72

from - - - }: icmp_seg=5 ttl=89 .
from - - . }: icmp_seq=6 4 time=29.9
from - - . }: icmp_seq=7 =68 time=61.
from - - - }: icmp_seq=8 =91 time=68.4
from - - - l: icmp_seq=9 =76 time=31.
from - - - }: icmp_seg=10 ttl=93 time=37.6

114.114.114.114 ping statistics -—
10 packets transmitted, 10 received, 0% packet loss, time 9115ms
rtt m1'_m"a'u'g;"mar;;"mdev = 29.428/37.824/68.369,/13.900 ms

indicating that the SIM card dial-up Internet access was successful.

Dual SIM Card Switching Function

Power off first, insert the two SIM cards into the card slot, and check whether the signal
is normal. Enter "cat/dev/xt-xim-sel" at the command line to check the current SIM card
usage status. There may be a printing sequence issue. If there is no printing, enter the
command again, as shown in the following figure. (Default SIM card 1, selection status
is 1)

fdevs/xt-sim-sel

Enter "echo 0 > /dev/xt-sim-sel" on the command line to set the SIM selection status
to 0. (If the original state is 0, enter "echo 1 > /dev/xt-sim-sel")

Then enter "echo 2 > /dev/wwan-rst" on the command line to restart the SIM card, wait
for all the contents shown in the following figure to appear, and complete the dual SIM

card switching operation. Repeat the dial-up Internet access steps in 5.10.1.

_q' usb-1cicEeB.usb-1, WWAN/OMI dewvice

d USB device number 4 using ehci-platform

RawIF mode

1 gqmi_wwan_ = Q' at usb-1c1c@@O.usb-1, WWAN/QMI device, 95:Ga:da:S
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5.11 CAN Interface

5.11.1

5.11.2

5.11.3

CAN Interface Physical Connection

Connect the CAN port of the device to the USB-CAN converter on the PC end.

PC Test Software Preparation

The USB-CAN converter on the PC side needs to first install the driver program, then
open the CANTest test tool after the CAN is connected, select the CAN converter
model connected to the device, set the CAN interface, set the baud rate to 75K, then

"confirm and start CAN", and wait for CAN data.

e

|58 Select Device~ | FrameD: HEX ~ Format: Real ID(Align Right) - | mp Continue ||| 42 scroit ) Frame Butfer (i J tanguage~ {1 update

Select Device - USBCAN-4E-U x

DeviceParameter

Device Index: (NI~ CANndex: [0~

I~ AICAN

IitParameter
Baud:  [1000K - Mode:
Custom Baudrate [10000 K [ Custom Baudrate

Tip:Custom baudrate may not be accurate. can be setto one decime

Nomal Mode ~

Send Time(s): Send Frames: Receive Frames: Clec

Device Test Software Preparation

The CAN function test on the device side requires the use of the can-utils package,
opening Terminal, logging in to the device, and using the command line:

sudo apt update

Update the software package database, then

sudo apt-get install can-utils

Wait for the download to complete and complete the installation. Afterwards, use the
“ifconfig -a” command to view the CAN interface. Assuming that the CAN interface is
can0, the command given is:
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5.11.4

ip link set can0 type can bitrate 75000
Set the baud rate to 75000. Next, open the corresponding CAN interface through

“ifconfig canO up”.

CAN Transceiver Test

As shown in the figure below, CAN data is sent using cangen or cansend on the device.

pe can bitrate 75000

can@ -g 5 -I 42A -L 1 -Di -x -n 10

At this point, the CANTest software on the PC receives CAN data sent by the device.

© CANTest - [USBCAN-4E-U Device:d Channek1] - o x
i Select Devies - | FrameID: HEX - Format: Real ID(Align Right) - | i Continue || 2 scroll | ) Frame Butter (1] Language - {1 Update 2
USBCAN-4E-U Device:0 Channe... X b x

i 2 Filter | 4%, Start 38 Stop & Close | (o Goto.. ® Clear | Save | i Device Operation + € Receive TimeStamp » () Hide Sent Frame |55 Show Sent Frame @ DBC | Save in realtime @) Stop Save | BusFlow (% Errinfo 2 SendFile ~ | UDS

Format Type | Data Length | Data(HEX)
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

Index | Direction | Time Stsmp Frame 1D

Standard
Standard
Stendard
Standard
Standard 000102103 0405 06 0 3

Base
Send Type: |Nomal d

Frame Type: | Standard <] Frame IDiHER: [D0000000 sy [O00T 02 0304 05 05 07
Frame Fomat: | Dala x| Send Times: |30 Send Intervalfms): |0 Stop

" SendOreFrame @ Send  [1000 Frames [ Increace Frame D ‘

|| Base | Advance

Send Time(s): | 0523 Send Frames: | 30000 Receive Frames: 0 Cle:

Next, use the candump command to wait for the CAN data to be received, and send

the data on cantest. The received data is as follows.
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root@tcul?ﬂﬁ—uﬂz-lu—ul:~# candump can® -T 10000

can®@ 000
can@ 000
can®@ 000
can@ 000

Lo |
(ma]
[a—

00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05
00 01 B2 03 04 05

00 0o Co

can®@ 000
can@ 000
can®@ 000
can@ 000
can®@ 000
can@ 000

T eMEerrErreseareearrearcrearcecrea e, e
o Co 0O 0O Co

2
e e e e b e b el e

5.12 WiFi

5.12.1 WiFi Connection Configuration Component

06
06
06
06
06
06
06
06
06
06

07
a7
07
a7
07
a7
07
a7
07
a7

The TCU series intelligent gateway uses hostapd and wpa_supplicant suite to manage

WiFi interfaces and corresponding functions. Therefore, it is necessary to configure

the device to be able to access the external network according to the configuration

method of Ethernet in the previous section. Afterwards, connect the normal network

cable to one of the Ethernet ports on the device (such as ge8), and run the following

command to install the required components:

sudo apt install hostapd wireless-tools wpasupplicant

5.12.2 WiFi AP Mode

5.12.2.1 AP Mode Network Topology

Firstly, we plan the following network topology connection:
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! Bridg(e w;n WiFi L_
(M)
Internet Terminal
DEVICE

5.12.2.2 Configure hostapd

After installing the WiFi related components, edit the configuration file of hostapd:
vim /etc/hostapd/hostapd.conf
Modify the content of fields such as interface, ssid, bridge, hw_mode, channel,

wpa_psk, etc. according to actual needs, as shown in the following figure

interface=wlan@

or idge=wan

L
'O

" Tips
For details about how to configure hostapd, see https://w1.fi/hostapd/.
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channel=1

=
Note

The wpa psk field is stored in an encrypted string. The encrypted string is generated by the

wpa_passphrase tool after the plaintext ssid and password are encrypted.

ﬁpa_ps:l-:=2d 1de60c63bf85e936ca7d564ec539fdc76ch51eebecfeatcobs1326f1bdafeac
"

L
'O

" Tips
If“hostapd.conf' file is not found”, please go to the/ust/share/doc/hostapd/examples path and

copy the hostapd.conf file from the example file to the /etc/hostapd/directory.
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5.12.2.3 Configure hostapd Startup Parameters

Use the following command to edit the startup parameters of hostpad:

vim /etc/defult/hostapd

Set field DAEMON_CONF based on the actual configuration file path and add
additional startup parameters required by hostapd to DAEMON_OPTS field as

required.

DAEMON_CONF=

MAEMON_OPTS=
"sfete/default/hostapd” 23L, 989C

After editing, save and exit vim, then use the following command to start the hostapd
service.
systemctl unmask hostapd

systemctl restart hostapd

: port
529]@2 wan: port
device wl entered pro
IPvG: ADD NF(NETDEV CHANGE): wlang
wan: port 2(wlang) entered block1 e

: port 2(wlane) entered forwarding state

Cu.

After the hostapd service starts normally, the SSID specified in the hostapd.conf file

can be discovered through the WiFi terminal:
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xr819 a = ()

other...

Then use the set password to establish an association with the device and test whether
the WiFi client is communicating properly.

Enter the command in the command line window:

dpkg -L hostapd

The results are shown in the following figure (ensure that the hostapd tool is installed):

:~# dpkg -L hostapd
£
Jfetc
Jetc/default

;tapd
;tapd/ ifupdown.sh
t.d

y n{t.dfhostapd
Jetc/network
Jetc/network/if-post-down.d

/sbin
/shin/hostapd
in/hostapd_cl1
hare
re/doc
re/doc /hostapd
are/doc/hostapd/NEWS.Debian.gz
are/doc/hostapd/README -MULTI-AP. gz
re/doc/hostapd/README -WPS. gz
re/doc/hostapd/README .Debian
/share/doc/hostapd /README . gz
re/doc/hostapd/changelog.Debian.gz
re/doc/hostapd/copyright
re/doc/hostapd/e
hare/doc/hostapd/ le tapd.accent
re/doc/hostapdy / apd.conf
5 .deny
.eap_user
.radiu

.Wpa_p

intian/overrides
intian/overrides/hostapd

manl/hostapd_cli.l.gz
mana
man&/hostapd.8.gz
. -post-down.d/hostapd
Jetc/network/if-pre-up.d/hostapd
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5.12.3

Find the location of the hostapd.conf file and enter the following command to copy it to
the /dev/hostapd directory

(The hostapd.conf file path may not be the same for different devices and systems,
please modify the path according to the actual situation).

cp /usr/share/doc/hostapd/examples/hostapd.conf /etc/hostapd/

After completion, continue with 5.10.2.2 operation configuration.

WiFi STA Mode

5.12.3.1 STA Mode Network Topology

5.12.3.2

Firstly, we plan the following network topology connection:

(),
[ $H-)

DEVICE

INTERNET WIFI

station model

Turn off Excess WiFi Services

To avoid multiple WiFi services controlling the WiFi interface simultaneously and avoid
conflicts, first shut down the system services that may cause conflicts (commonly
known as hostapd and NetworkManager).

sudo systemctl stop hostapd

sudo systemctl disable hostapd

sudo systemctl stop NetworkManager

5.12.3.3 Configure wpa_supplicant

Run the following command to generate the configuration file wpa_supplicant.conf:

wpa_passphrase "WiFitest_ 5G-1" 11111111 | tee wpa_supplicant.conf
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Among them, "WiFltest 5G-1" is the SSID of the WiFi to be connected, and 11111111

is the password.

Foot@tcu5000:~# wpa_passphrase "WiFitest_5G-1" 11111111 | tee wpa_supplicant.conf
etwork={
ssid="WiFitest_5G-1"

#psk="11111111"
psk=21124529b3622da67974803ac8662e3e894e4534 1aaac244cc8081f450ee6fd7

Move the configuration file to the /etc/ directory, and then use the vim command to
modify the configuration file:

mv wpa_supplicant.conf /etc/

vim /etc/wpa_supplicant.conf

Add to wpa_supplicant.conf:

ctrl_interface=/var/run/wpa_supplicant

eapol_version=1

ap_scan=1

fast_reauth=1

Finally, the modified effect is shown in the following figure:

Btrl_interface=/var/run/wpa_supplicant
eapol_version=1

ap_scan=1

fast_reauth=1

network={
ssid="WiFitest_5G-1"
#psk="11111111"
psk=21124529b3622dab7974803ac8662e3e894e45341aaac244cc8081f450eebTd7
scan_ssid=1

"/etc/wpa_supplicant.conf" 13L, 223C

5.12.3.4 Configure wpa_supplicant Startup Parameters

Edit the wpa_supplicant service script, modify the command line parameters of the
ExecStart field, and specify the configuration file for wpa_supplicant:

vim /lib/systemd/system/wpa_supplicant.service
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After modification, it is shown in the following figure:

wlan® -c /

<b/systemd/system/wpa_supplicant.service" 15L, 404C

5.12.3.5 Restart wpa_supplicant Service

After enabling the wireless network card, restart the wpa_supplicant service:

ifconfig wlanO up

systemctl restart wpa_supplicant

Then continuously use the wpa_cli command to query the association status of the
current WiFi interface. If it is successfully associated with the AP, the wlan0 interface

will switch to the link ready state, as shown in the following figure:

.9494427[ T363]@3 wlan0: authenticate with c4:47
.077535][ T363]@3 wlan®: send auth to e (try 1/3)
.187278][ T351]@® wlan®: send auth to 7 (try 2/3)
.196838][ T351]@0 wlan®: authenticated

.203882][ T351]@0 wlanO: associate with 00 (try 1/3)

.218262][ T351]@® wlan@: RX AssocResp from 147 (capab=0x511 status=0 aid=6)
.240861][ T351]@® wlan®: associated

.264252][ T363]@3 IPv6: ADDRCONF(NETDEV_CHANGE): wlanO: link becomes ready

.307749][ T351]@1 wlan@: Limiting TX power to 33 (33 - U) dBm as advertised by 0

Finally, configure a static IP address for the wlan0O interface, or use the following
command to automatically obtain the IP address:

dhclient wlan0

If the connection is successful, you can refer to the Ethernet chapter for further network

connection test of the WiFi interface wlanO.
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5.13 Audio

5.13.1

5.13.2

5.13.3

Hardware Interface Connection

Insert the audio device's 3.5mm standard audio source plug or CTIA standard 3.5mm

headphones into the Audio interface.

Installing Audio Components

The TCU series intelligent gateway adopts a universal ALSA architecture to drive audio
devices. To achieve this, it is necessary to install ALSA related audio kits. Firstly,
configure the device to the networked state according to the Ethernet related chapters,
and then install mplayer and alsa-utils components online:

sudo apt install mplayer alsa-utils

Among them, mplayer is used to play audio files, while alsa-utils is used for adjusting

volume and channel configurations.

Play Audio

Run the command in the console to play MP3 files:

mplayer filename.mp3

After initializing the audio interface, mplayer delivers the bitstream to the decoder, and
finally pushes the headphones or speakers to produce sound.
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5.13.4 Audio Property Adjustment

5.13.4.1 View Audio Component Properties

Enter the following command to view how many interfaces are provided in the driver
for operation:
amixer controls

The return result is shown in the following figure:

root@tcu:~# amixer controls

numid=22, iface=MIXER,name='Headphone Source Playback Route'
numid=3, iface=MIXER,name='Headphone Playback Switch'
numid=2, iface=MIXER,name='Headphone Playback Volume'
numid=19, iface=MIXER,name='Line In Capture Switch'
numid=14, iface=MIXER,name='Line In Playback Switch'
numid=4, iface=MIXER,name='Line In Playback Volume'
numid=6, iface=MIXER,name='L1ine Out Playback Switch'
numid=5, iface=MIXER,name='L1ine Out Playback Volume'
numid=23, iface=MIXER,name='L1ine Out Source Playback Route'
numid=10, iface=MIXER,name='Mic1l Boost Volume'

numid=20, iface=MIXER,name='Mic1l Capture Switch'

numid=15, iface=MIXER,name='Micl Playback Switch

numid=9, iface=MIXER,name='Mic1l Playback Volume'

numid=8, iface=MIXER,name='Mic2 Boost Volume'

numid=21, iface=MIXER,name='M1ic2 Capture Switch'

numid=16, iface=MIXER,name='Mic2 Playback Switch

numid=7, iface=MIXER,name='Mic2 Playback Volume'

numid=11, iface=MIXER,name='ADC Gain Capture Volume'
numid=12, iface=MIXER,name='DAC Playback Switch'

numid=1, iface=MIXER,name='DAC Playback Volume'

numid=13, iface=MIXER,name="'DAC Reversed Playback Switch'
numid=17, iface=MIXER,name='Mixer Capture Switch'
numid=18, iface=MIXER,name='Mixer Reversed Capture Switch'

You can also view the current configured values of each interface through the

command "amixer contents", as shown in the following figure:
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root@tcu:~# amixer contents
numid=22, iface=MIXER,name="'Headphone Source Playback Route'
; type=ENUMERATED, access=rw ,values=2, items=2
; Item #0 'DAC'
; Item #1 'Mixer'
: values=0,0
numid=3, iface=MIXER, name='Headphone Playback Switch'
; type=BOOLEAN,access=rw
: values=on,on
numid=2, iface=MIXER, name='Headphone Playback Volume'
; type=INTEGER, access=rw-——R--,values=1,min=0,max=63, step=0
: values=43
| dBscale-min=-63.00dB,step=1.00dB,mute=1
numid=19, iface=MIXER,name='Line In Capture Switch'
; type=BOOLEAN,access=rw ,values=2
: values=off,off
numid=14, iface=MIXER,name='L1ine In Playback Switch'
; type=BOOLEAN,access=rw ,values=2
: values=off,off

The value of "Headphone Playback Volume" is the volume value we need to adjust.
View the attribute information of the corresponding configuration through the “amixer
get” command:

sudo amixer get ‘Headphone Playback Volume’

root@tcu;~# amixer get Headphone Playback Volume
Simple mixer control ‘Headphone®,u
Capabilities: pvolume pvolume-joined pswitch
Playback channels: Front Left - Front Right

Limits: Playback 0 - 63

Mono:

Front Left: Playback 50 [79%] [-13.00dB] [on]
Front Right: Playback 50 [79%] [-13.00dB] [on]

The content added after "amixer get" is the "name" item in the corresponding

configuration viewed by the "amixer controls" command.

L
'O

= Tips
In the above example, you can see that the maximum volume is 63 and the current volume is

50.

In addition to the "amixer get" command, the corresponding configuration information
can also be viewed through the "amixer cget" command:
sudo amixer cget numid=2,iface=MIXER,name="Headphone Playback Volume’

The specific operation is shown in the following figure
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root@tcu:~# amixer cget numid=2, iface=MIXER,name='Headphone Playback Volume'
numid=2, iface=MLXER,name="Headphone Playback Volume’

; type=INTEGER,access=rw-——R--,values=1,min=0,max=63, step=0
: values=43
| dBscale-min=-63.00dB,step=1.00dB,mute=1

The content added after "amixer cget" is the corresponding configuration name
("numid", "iface", and "name") viewed by the "amixer controls" command.

L
'O

= Tips

In the above example, you can see that the maximum volume is 63 and the current volume is

43.

5.13.4.2 Volume Adjustment

Before adjusting the volume, end the application process using audio interfaces such
as the player. Afterwards, you can use the "amixer set" command to set the volume in
the form of a percentage parameter. The specific operation is shown in the following
figure:

sudo amixer set ‘Headphone Playback Volume’ 50%

root@tcu:~# amixer set Headphone Playback Volume 50%
Simple mixer control ‘Headphone®,u
Capabilities: pvolume pvolume-joined pswitch
Playback channels: Front Left - Front Right

Limits: Playback 0 - 63

Mono:

Front Left: Playback 32 [51%] [-31.00dB] [on]
Front Right: Playback 32 [51%] [-31.00dB] [on]

The format is "amixer set’+"name"+"volume percentage", and it can be seen that the
volume in the above image has been set to 51%. (Precision causes slight differences
between the set value and the actual value). You can also set the volume value directly
using numerical value, as shown in the following figure:

sudo amixer set ‘Headphone Playback Volume’ 30

root@tcu:~# amixer set Headphone Playback Volume 30
Simple mixer control 'Headphone',0
Capabilities: pvolume pvolume-joined pswitch
Playback channels: Front Left - Front Right

Limits: Playback 0 - 63

Mono:

Front Left: Playback 30 [48%] [-33.00dB] [on]
Front Right: Playback 30 [48%] [-33.00dB] [on]

The format is "amixer set"+"name"+"volume value".
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L
‘O

" Tips
The volume cannot exceed the range between the minimum and maximum values. In the

example above, it can be seen that the volume has been set to 30.

In addition to the "amixer set" command, the volume can also be set using the "amixer
cset" command:
sudo amixer cset numid=2,iface=MIXER,name="Headphone Playback Volue’ 60

The specific operation is shown in the following figure:

root@tcu:~# amixer cset numid=2, 1face=MIXER,name='Headphone Playback Volume' 60
numid=2, iface=MLXER,name="Headphone Playback Volume’
s type=INTEGER,access=rw——R--,values=1,min=0,max=63, step=0

: values=60
| dBscale-min=-63.00dB,step=1.00dB,mute=1

The format is "amixer cset"+"configuration"+"volume size", and it can be seen that the

volume in the above image has been set to 60.

5.14 HDMI

The HDMI interface of the intelligent gateway is shown by the red arrow in the following

figure:
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RUN ALM P1 P2 3onedata -

The red arrow indicates the HDMI interface.

Connect one end of the HDMI cable to the HDMI port of the intelligent gateway, and
the other end to a display with an HDMI interface. When the intelligent gateway is
powered on and started, the HDMI display will display the interface shown in the

following figure:
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't

During the process of HDMI port wiring and gateway startup, the display displays the

interface. When the intelligent gateway is powered on and started, the HDMI display
interface is shown in the following figure, indicating that the HDMI of the intelligent

gateway is normal.
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Ubuntu 20.04 LTS tCUZ000-y5 ttyl

tCU2000-v5 login:

After the gateway is started, the display displays login: The text interface indicates that
the HDMI is normal.

ubuntu® 20.04 LTS

The graphical version displays the login screen.

5.15 RTC Clock

5.15.1 Query RTC Clock Information

Enter "hwclock" on the command line to print RTC clock information on the screen.

The specific operation is shown in the following figure:

~ |_

19+08:00
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5.15.2

5.15.3

5.15.4

5.15.4.1

Synchronize System Time

Enter "hwclock -w" on the command line to synchronize the date information, and then
enter "hwclock" to view the RTC clock information. The specific operation is shown in

the following figure:

rnnt@qxdz@lul"'w# date
Fri Jul 21 15 22 CST 2023
root@qxdzoiul ~#t hwclock -w

root@gxdz01ule2:~# hwclock
2023-07-21 15:54:54.847165+08:008

Change Clock Information

The command line input format is "date -s “year/month/day hour:minute:second ", and
then enter “hwclock -w” to synchronize the date information. The specific operation is

shown in the following figure:

root@gxdzo1ule
root@gxdze1ule

Synchronize Clock Server

By default, the TCU system intelligent gateway uses the systemd-timesyncd service to
manage and maintain synchronization between system time and network time. If the
service is not installed in the current system, the installation can be completed using
the following command:

sudo apt install systemd-timesyncd ntp

Configure Server

Open the configuration file for the systemd-timesyncd service using the vim editor:
vim /etc/systemd/timesyncd.conf
Then enter the timing server address (e.g. ntp.ubuntu.com) under the [Time] field, as

shown in the following figure
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[Time]
NTP=ntp.ubuntu _c:::ﬂ

5.15.4.2 Start Service and Query Synchronization Status

Command to start the time synchronization service:

sudo systemctl start systemd-timesyncd

If you need to set the service to start automatically, use the command:
sudo systemctl enable systemd-timesyncd

The "timdatectl" command provides a query function for clock synchronization status

1L L HE= = = b= P L
root@tcu timedatectl
time: Thu
time:
time:

5.15.4.3 Install ntp and ntpdate Packages

Run the following command in the terminal using the APT tool to update all software
package databases to the latest version online:

sudo apt update

Then enter the following command to complete the installation:

sudo apt install ntp ntpdate

ANotice

Choose either the systemd-timesyncd service or the NTP client service.

5.15.4.4 Modify NTP Service Configuration

Enter the command vim/etc/ntp.conf to open the configuration file and configure the
client to obtain the server address for the clock (assuming server IP: 192.168.137.205).
service 192.168.137.205 prefer
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fudge 192.168.137.205 stratum 8

prefer

stratum 2

5.15.4.5 Restart NTP Service

Enter the "service ntp restart" command to start the NTP service

5.16 Reset

Some TCU series intelligent gateways have the Reset function, allowing users to
quickly restore the device to its factory defaults by long pressing the RESET button in

the event of an abnormality in the current system.

A Notice

Only some models of devices support the Reset function, please refer to the actual model for

details.

5.16.1 Backup Data

After the first software burning, the device will automatically run the recovery service

upon entering the system, synchronizing the latest version to the backup area. At this
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5.16.2

point, the current backup status can be queried through the /run/recoverystate file in

the serial terminal:

If the backup status of the system shows "recovery.service is running for rootdisk
mmcblkQ", it indicates that the current backup work of the system is copying data and
the system backup has not been completed yet. Only when "redundant
part/dev/immcblkOp1 is ready" is displayed, it indicates that copying the default system
image to the mmcblkOp1 partition has been completed and the system backup is
complete.

To complete the test comparison, we first create a hello.c file in the/root directory using

the following command before restoring the factory settings.

root@tcul200-u@0-gO-1lv-vl:~# 1s
root@tcul200-u00-g0-1lv-vl:~# echo //filename:hello.c = hello.c
root@tcul200-u00-go-lv-vl:~# 1s

hello.c
root@tcul200-u@0-g0-1lv-vl:~# cat hello.c
f/Tilename:hello.c

Restore Data

When data recovery is required, first turn off the device, then press and hold the reset
button, and then power on the device again until the console port prints "Recovery key
event!!" (press and hold for 10 seconds after power-on), then release it. After startup,

the system returns to its factory settings.

U-Boot 2019.87 (Sep 86 2823 - 16:59:10 +8880) Allwinner Technology, Build: jenkins-tcu20@@-

Allwinner

8, mmc@lcl
n MMC... OK

. Writing to MMC(1)... OK

After entering the system, check the status of "/run/recoverystate". If the reset status
shows "redundant part 1 is up to date", it indicates that data replication has been

completed and the system partition has been restored.
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root@tcul200-uP0-go-1lv-vl:~#

root@tcul200-u00-god-1lv-vl:~# cat /run/recoverystate
redundant part 1 is up to date

After restoring the factory settings, check the files in the “/root” directory and it can also

be observed that they have been restored to their factory settings.

rootite
rooti@tcu

3onedata proprietary and confidential
Copyright © 3onedata Co., Ltd. 78



	Preface
	Audience
	Port Convention
	Text Format Convention
	Icon Convention
	Revision Record

	Contents
	1 Introduction
	1.1 Ubuntu System

	2 Device Connection Preparation
	2.1 Power Connection
	2.2 Login Password
	2.3 Terminal Software

	3 System Login
	3.1 Serial Terminal Login
	3.1.1 Hardware Connection
	3.1.1.1 Device Connection Port
	3.1.1.2 Connection Cable

	3.1.2 Login via Windows Host
	3.1.2.1 Verify the Port
	3.1.2.2 Create A Serial Session

	3.1.3 Login via Ubuntu Host
	3.1.3.1 Mapping Serial Device
	3.1.3.2 Use Minicom to Log in to the Device


	3.2 SSH Terminal Login
	3.2.1 Login via Windows
	3.2.2 Logging in to the Device via Ubuntu

	3.3 HDMI Login
	3.3.1 Graphical Login Interface
	3.3.2 Enable On-Screen Keyboard

	3.4 Ubuntu Username and Password Modification
	3.4.1 Change Password
	3.4.2 User Name Modification
	3.4.2.1 By Adding New Users (Recommended)
	3.4.2.2 By Modifying Configuration Files



	4 Upload Files to Device
	4.1 Windows System
	4.1.1 Download and Install WinSCP
	4.1.2 Login Device
	4.1.3 File Upload

	4.2 Linux System

	5 Quick Functional Test
	5.1 Console Port
	5.2 RELAY Terminal
	5.3 DIP Switch
	5.4 LED Indicator
	5.5 DI and DO Interface
	5.5.1 DI and DO Loopback Test Connection Method
	5.5.2 Port Device Path
	5.5.3 Test through Multimeter
	5.5.4 Test through Command and LED Status

	5.6 RS232 Port
	5.6.1 Port Device File Path
	5.6.2 Single Device Test
	5.6.2.1 Wiring Method
	5.6.2.2 Test Procedure

	5.6.3 Online Test of Two Devices
	5.6.3.1 Wiring Method
	5.6.3.2 Test Procedure


	5.7 RS485 Port
	5.7.1 Port Device File Path
	5.7.2 Single Device Test
	5.7.3 Online Test of Two Devices
	5.7.3.1 Wiring Method
	5.7.3.2 Test Procedure


	5.8 TF Card Slot and USB Port
	5.8.1 USB/TF Card Mounting
	5.8.2 Use TF Card to Burn System Firmware

	5.9 Ethernet
	5.9.1 Port Connection
	5.9.1.1 Copper Port Connection
	5.9.1.2 Fiber Port Connection

	5.9.2 View Interface Status
	5.9.3 Interface Configuration
	5.9.3.1 DHCP Dynamically Obtains IP
	5.9.3.2 Static Single IP Address
	5.9.3.3 Static Multiple IP Addresses

	5.9.4 Manually Modify Configuration
	5.9.5 Manually Modify the DNS Server
	5.9.6 Bridge Configuration
	5.9.7 VLAN Configuration
	5.7.7.1 Configure Multiple VLANs on the Same Network Port
	5.7.7.1.1 Create VLAN Interfaces
	5.7.7.1.2 VLAN Interface Address Configuration

	5.9.7.1 Configure the Same VLAN for Different Network Ports
	5.7.7.2.1 Create a Bridge Interface with VLAN Forwarding Function
	5.7.7.2.2 Bridge Interface Address Configuration with VLAN Function


	5.9.8 Packet-Capture Statistics
	5.9.8.1 Network Port Packet Capture
	5.9.8.2 Packet Statistics

	5.9.9  Throughput Test

	5.10 4G/5G Network
	5.10.1 SIM Card Dial-Up Internet Access
	5.10.2 Dual SIM Card Switching Function

	5.11 CAN Interface
	5.11.1 CAN Interface Physical Connection
	5.11.2 PC Test Software Preparation
	5.11.3 Device Test Software Preparation
	5.11.4 CAN Transceiver Test

	5.12 WiFi
	5.12.1 WiFi Connection Configuration Component
	5.12.2 WiFi AP Mode
	5.12.2.1 AP Mode Network Topology
	5.12.2.2 Configure hostapd
	5.12.2.3 Configure hostapd Startup Parameters

	5.12.3 WiFi STA Mode
	5.12.3.1 STA Mode Network Topology
	5.12.3.2 Turn off Excess WiFi Services
	5.12.3.3 Configure wpa_supplicant
	5.12.3.4 Configure wpa_supplicant Startup Parameters
	5.12.3.5 Restart wpa_supplicant Service


	5.13 Audio
	5.13.1 Hardware Interface Connection
	5.13.2 Installing Audio Components
	5.13.3 Play Audio
	5.13.4 Audio Property Adjustment
	5.13.4.1 View Audio Component Properties
	5.13.4.2 Volume Adjustment


	5.14 HDMI
	5.15 RTC Clock
	5.15.1 Query RTC Clock Information
	5.15.2 Synchronize System Time
	5.15.3 Change Clock Information
	5.15.4 Synchronize Clock Server
	5.15.4.1 Configure Server
	5.15.4.2 Start Service and Query Synchronization Status
	5.15.4.3 Install ntp and ntpdate Packages
	5.15.4.4 Modify NTP Service Configuration
	5.15.4.5 Restart NTP Service


	5.16 Reset
	5.16.1 Backup Data
	5.16.2 Restore Data



